TOP 5 CYBER PATIENT SAFETY TIPS

Cyber-threats are becoming more and more widespread in the healthcare and public health sector and
we must be vigilant and stay informed on the most current cyber threats. Take a look below for five tips 2=
that help mitigate the top five threats facing the healthcare industry and keep your patients safe:

1 | Email Phishing:

This is the most common way for bad actors to obtain access to your organization’s
network and obtain patient data. Bad actors can sell your patient’s protected health

information (PHI) online, which puts your patients at risk. Most cyber-attacks that

have shut down care facilities have started with a phishing attack!

TIP: Files can be hooks; always check before you click embedded links!

2 | Ransomware:

Ransomware attacks have the
potential to shut down care
facilities, divert patients in need
of care, or delete patient health
records, all of which can put your
patients in real danger.

TIP: Bad actors use
email phishing to unleash
ransomware attacks,
therefore always double
check the sender and all
links in an email before
responding or clicking.

3 | Attacks on
Connected
Maedical Devices:

Consider this: your organization
is afflicted by a phishing attack
that affects a file server that’s
connected to multiple heart
monitors. The attack gives the
hacker complete control to
power them off and on as they
please.

TIP: To protect your
patients, ask your IT
professionals about your
organizations’ policies on
connected medical devices.

5 | Loss or Theft of Equipment:
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4 | Insider
Intentional or
Accidental
Data Loss:

Insider threats exist within every
organization where employees
have access to the organization’s

technology or databases.

TIP: Follow your instincts
and always report an incident
if you believe data has been
mishandled or deleted.

Did you know? Everyday devices such as laptops, smart phones, and USB drives are often lost or
stolen and can end up in the hands of hackers.

TIP: Never leave your laptop unattended and be sure to report a loss or theft
immediately to the appropriate department in your organization.

=y | HHS 405(d)
mf ) Aligning Health Care
Industry Security Approaches

To learn more about cybersecurity best practices and the 405(d) Program

check out our website at www.phe.gov/405d
or email us at cisa405d@hhs.gov


http://www.phe.gov/405d
mailto:cisa405d@hhs.gov




Accessibility Report





		Filename: 

		PSAW Day 4 - 5 Tips_R.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

