
UPS shipment faild to 

deliver. Track your 

package here to 

reschedule delivry.

Payroll processing error. 

Log in to approve your 

paycheck correction.

Employee benefits update. 

Logn to your portal to 

review chnges.

Invoce #12345 is overdue. 

Clik here to pay or risk 

late fees.�Security alert: 
Unauthorized login 
detected. 
Verify your account 
here.

To learn more about how you and your 

organization can implement Identity and 

Access Management, check out the available 

resources HHS has to offer at the Healthcare 

and Public Health Cybersecurity Gateway at 

hhscyber.hhs.gov, as well as the Knowledge on 

Demand training platform at 405d.hhs.gov

The two most common phishing methods are 

credential theft, which is when an email is 

leveraged to conduct a credential harvesting 

attack on your organization, and malware dropper 

attacks, when emails deliver malware that can 

compromise endpoints.

An organization’s cybersecurity practices must 

address these two attack vectors because 

both attack types leverage email, email 

systems should be the focus for additional 

security controls. 

More than 90% of successful cyber-attacks start with a phishing email

Secure Your Inbox, Protect Your Patients


