CYBER

CRIMINALS ARE

USING NEW
TECHNIQUES,

ARE YOU?

Just as healthcare techniques
and technology continuously
evolves, cyber criminals are
consistently developing new and
advanced methods to infiltrate
healthcare and public health
(HPH) organizations. Don’t
underestimate a hacker’s interest
in your network; small, medium
and/or large HPH organizations
are all at risk. The best way

to protect patients and your
organization is to stay current
and use advanced cybersecurity
mitigation techniques.

HHS 405(d)

Aligning Health Care
Industry Security Approaches

To learn more about how you can protect your patients from
cyber threats check-out the Health Industry Cybersecurity
Practices: Managing Threats and Protecting Patients
publication and check out the available resources 405(d) has
to offer by visiting our website at 405d.hhs.gov or our social
media pages @ask405d on Facebook, Twitter, and Instagram!

BASIC D 0

MITIGATION .
TECHNIQUES

% Use strong passwords

% Don'’t click links in suspicious emails

% Back up your files on your computer

Use cybersecurity mitigation methods
for all laptops and computers

Protect your IT equipment from
being lost or stolen
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ADVANCED W

MITIGATION TECHNIQUES

Follow your organization’s policy for

routine password updates

Report suspicious emails to your IT
O department or management so that

others will stay informed

Q Schedule and test back ups regularly

Extend cybersecurity mitigation
techniques to tablets, cell phones,
and wearable devices

Encrypt your data in case your
equipment is lost or stolen
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